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DEVELOPMENT OF AN ELECTRONIC INFORMATION POLICY FRAMEWORK 

William H. Graves, Carol G. Jenkins, Anne S. Parker 
University of North Carolina at Chapel Hill 
Chapel Hill, NC 27599 
November 1994 



The University of North Carolina at Chapel Hill, like many other universities, is attempting to 
manage an unprecedented demand for electronic information in myriad forms. The dispersion of 
organizational responsibilities makes it difficult to address the confusion and contradiction arising 
from issues of availability, responsibility, and confidentiality. An early policy study led to a report 
on major issues and the formation of a management council with membership representative of 
units having management and budget responsibilities for pan-university information technologies 
- library, networking, and computing organizations, for example. 

This report summarizes the strategies and rationales employed in creating the council and in 
developing a policy framework articulating the electronic rights and responsibilities ol the 
university community and the public. It describes the "case testing" strategy currently being used 
to evaluate the framework and the plan for continuing its development, garnering support for it, 
and implementing it. This paper also explores the potential interactions of this policy with those 
of other agencies. 
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The purpose ol this paper is to report the evolution and current status of a "A Policy Framework for the University's 
Network: Electronic Rights and Responsibilities at the University of North Carolina at Chapel Hill" (UNC-CH), 
developed by a partnership of information technology, library, and administrative leadership. This description of the 
framework and the processes that shaped and continue to guide its implementation may prove useful toothers who 
recognize new, technological windows on old issues in the following scenarios: 

* A teenager dials into a machine at a university in his city. From that connection, he establishes a connection to 
another machine at a distant university. This machine allows him to establish an Internet connection and thereby a 
connection to alt.sex. His lather and the press in his city express outrage that the two universities separated by miles 
have conspired electronically to lead America's youth astray. 

* The FBI, suspecting that a nclarious hacker has broken into a machine in the physics department at a 
university, demands a copy of that machine's fixed disk from the department chair. The chair seeks legal counsel 
and is advised to comply with the FBI's demand. The FBI now has a copy of many files that are considered private 
by their creators in the department. 

A state auditor advises a university chancellor that the university should have a special university poliev to 
guide the personal use ol university -owned computers and related electronic property, including e-mail. The tenor 
ol the advice is 1) that all personal use should be prohibited, even it adds no incremental cost and possibly 
contributes to professional development and an environment of open expression, and 2) that digital technologies 
demand special personal-use policies dillcrent Irom those formulated for other university-owned property. 

* An administrator finds himself having to respond to requests for large amounts of data from administrative 
data Tiles, for public use, in the format requested. How can he cost effectively respond to such requests, mandated 
by law, while doing his best to provide data that accurately describes the university, is not misleading, and protects 
individual privacy? 

Libraries and other university agencies have leased network access to commercial databases. How can licenses 
lor access to such databases rcllect the broadest access possible to meet information needs of university users, avoid 
costly duplication, and be enforced and supported through user support serv ices? 

University administrators Irom units all over campus search for information to support reaccreditation and find 
that institutional data was not readily available when the need arose. 

* Individual departments and schools create World Wide Web home pages because the technology is available. 
Little, il any, consideration is given to the quality ol the inlormation, how it will be maintained or what standards 
should be incorporated. 

Each ol the above scenarios is based on an event that informed or continues to inform UNC-CH's work on the policy 
framework. In fact, new examples supporting the need for a coordinated institutional policy arise almost daily. 



An Overview of UNC-CH’s Policy Framework 

The policy Iramework developed by this partnership is appended to this report in its present form. It describes the 
nature of the University's network and proposes a set of overarching University-wide rights and responsibilities for 
both consumers and producers of networked information. The overall goal is to make information needed by the 
University s various constituencies as accessible and useful as possible. The document is only a policy framework, a 
statement ol philosophy, but it should be read with the understanding that unit-level producers/providers of 
information resources will be required to develop policies and practices consistent with this Universitv-wide 
framework. The framework document implies several directions that depart from current practice at UNC-CH: 

* The University will have ultimate responsibility for all official, institutional information generated at unit 
levels. Current policy, in contrast, places this responsibility solely at the unit level. The University will expect units 
to act as responsible stewards of the information that they generate. Stewardship will include the responsibility to 
prepare and manage information in compliance with University-wide standards and practices. 



4 



M ^vember 1994 



ERIC 



Development of an Electronic Information Policy Framework 



page 2 



II 1-1-3 



* The University will expect the units to "publish" institutional information in a comprehensive manner on the 
University network with enough searching, browsing, and "mining" capabilities to provide aggregate information 
about the people and other resources of the unit. Such information includes, for example, information about 
students, faculty members, unit expenditures, and other fiscal activities. Many units will choose to use electronic 
publication to provide information about the content and direction of their academic programs and activities, but 
academic work remains the private property of individual scholars, students, and staff members except as dictated by 
external funding agencies, state and federal policies, or various contractual arrangements. The intent is to "open" 
official, institutional information at the unit level to all members of the University community and to anyone who 
has Internet access from anywhere. Current practice, in contrast, exhibits much less openness. The formats of the 
electronic presentation of information will be carefully designed to be broadly useful, permitting the University, 
within the scope of the law, to reject requests for information in other formats that are not easy to accommodate. 

* Information embodied in University-owned digital storage and transport media will be considered private 
property except when specifically intended to be an official University communication or record or when otherwise 
treated by a contractual arrangement or federal or state laws. This includes non-official electronic mail, which 
presently is not consistently viewed as private. 

The first two directions are an attempt to open the University's "official" institutional records to a broader audience, 
especially within the University. Open access to information is increasingly important to the University's 
competitive position at a time when intellectual capital is encroaching on physical capital as the driving force in the 
world economy and order. Indeed, openness is becoming the expectation in North Carolina, as this recent statement 
from Governor Hunt suggests: "Members of the public and the media need to have access to this computerized 
information about their state government, and we should make those records as accessible as possible." In contrast, 
the third direction is an attempt to put a "privacy" stake in the ground in an area where the law is unclear and is often 
uninformed on the nature of the digital revolution. 

Nor is the University immune to the pressures forcing all institutions - public, non-profit, and commercial - to 
become more accountable and cost-effective. Academic governance for years has modeled the "flat" structures 
touted today by the corporate world as essential to competitiveness. But the effectiveness of the Hat model is 
dependent on the open How of information. Now for the first time, paper-moving impediments to openness can be 
mitigated by capturing, storing, and sharing information across digital networks. The new technologies can advance 
educational quality in a timely, cost-effective manner by improving collegial decision making with the support of 
nimble administrative and business processes and an open information policy. 



Evolution of the Policy Framework 

In J992, the University's Advisory Committee for Information Technology (ACIT), responding to events such as 
those described in the opening scenarios, appointed a subcommittee to outline key issues and considerations that a 
University-wide information policy could help address. (The University's two chief academic officers — for 
academic and health affairs — created the faculty- based ACIT to advise the associate provost responsible for the 
University-wide network and the University's central investments in academic computing and classroom 
technologies.) The subcommittee drew upon campus expertise as well as the experiences of other universities. 

During the subcommittee's deliberations, the two academic officers and the University's chief financial officer 
created the Information Resources Coordinating Council (IRCC) to coordinate the management of pan-University 
digital information stores and technologies distributed across organizational boundaries that intersect only in the 
Chancellor. The Council includes library leadership, academic and administrative information technology 
leadership, and the chair of ACIT. ACIT then decided that the work of its subcommittee on information policy was 
more appropriately the domain of IRCC. The following is an accounting of the issues and methods that led to the 
current draft of the policy framework, beginning with the key issues defined by the ACIT subcommittee. 



Issues to be Considered in an Institutional Information Policy 

An information policy should acknowledge that there are complex legal, ethical, technical, governance and 
economic issues that need to be addressed. Defining these issues does not necessarily mean that the way to deal 
with them is clear. Networked access to electronic information is still a new phenomenon to many users and 
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institutions, thus an institutional policy should provide some guidance, but be flexible enough to allow the lessons of 
experience to mold practice. Some basic assumptions and operating principles set the stage for defining the 
University's role. These may ultimately be incorporated into official policy, if they are supported by the University 
community. With these assumptions and operating principles in mind, the subcommittee then defined issues in three 
key areas: legal/ ethical, technical, and governance/ economics. 

Basic Assumptions 

Four basic assumptions provided the foundation for defining our key policy issues: 

* It should be possible to provide timely access to needed information to members of the University community 
from a desktop workstation, regardless of its location and format. This assumes the availability of a network 
infrastructure, including distributed computing resources and communications and also assumes external and 
internal compatibility. 

* It should be possible to find a balance between the rights of individuals, as authors and as users of information, 
and the responsibilities of the institution to make information available to support scholarship and service. This is a 
fundamental balance between privacy and access. 

* It should be possible to adopt universal standards of data access and integrity to help achieve this balance. 

* It should be possible to define different classes of users of institutional information with different access 
privileges, and to regulate such access accordingly. 



Operating Principles 

Three operating principles define how the University will behave in fulfilling its policy obligations: 

* The University will define the information which it is responsible for making available electronically, putting 
itself in the role of electronic publishcr/distributor. This role requires (a) access mechanisms such as network 
infrastructure and policy governing who uses it; and (b) availability of the information over the network. 

* The University itself will not regulate access to information for which it is not responsible. This will be the 
responsibility of the author. However, the University should support unregulated access to information under 
conditions specified by its authors. 

* The University will define access privileges to its information for classes of users. 



Legal and Ethical Issues 

The key legal and ethical issues revolve around concern lor protecting an individual's right to privacy, and protecting 
the rights of authors and distributors. The policy must enforce individuals' privacy and identify classes of 
information protected by law and federal regulation. It must recognize protection currently in place in federal grants 
involving human research subjects, for instance. 

„V, 

The policy must also be sensitive to the needs ol its community ol both knowledge creators and users, protecting the 
legal rights of authors/distributors, protecting contractual agreements in software licenses, and facilitating and 
complying with archival requirements. Many of these questions are currently being debated nationally, in an 
attempt to find a common ground for ensuring that information in electronic form can be made readily available to 
support scholarship and discovery in a manner which protects the ownership rights of authors and distributors while 
taking advantage of opportunities for improved access via networks. 

The policy must represent the basic rights of authors and distributors as well as protect access to confidential or 
sensitive information. These are ethical as well as legal issues. Authors and distributors have the basic right to 
acknowledgment, the right to privacy, and the right to determine the form, manner and terms of publication and 
distribution of one's own work (these are spelled out in the EDUCOM code, for example). An institutional 
information policy should provide mechanisms for safeguarding these basic rights. Further, the policy will need to 
define the institution's role in protecting access to sensitive or potentially objectionable information, versus its role 
in supporting an individual's right of free expression. These are some of the most difficult issues to tackle in an 
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environment which at present allows highly unregulated access to academic information, while tightly controlling 
access to most administrative information. 

Technical Issues 

The institutional information policy should support the adoption of technical standards and practices which ensure 
appropriate accessibility and security of data, and appropriate data integrity. The policy must ensure that data is 
reachable in a usable format by authorized users. Standards for connectivity will address access to data through both 
direct (e.g. ftp) and indirect methods (e.g. sneakemet). Standards for authorization will suggest methods for 
authentication and encryption of data, to protect its accessibility by eligible users. Standard data formats should be 
recommended by the policy, to ensure the widest possible readership. To assure quality control and data integrity, 
the policy must ensure that data is stored, backed up, and transmitted according to standards and protocols that 
preserve data integrity. Standards and responsibility for archiving and accurately transmitting institutional data 
should be guaranteed. 

Governance and Economic Issues 

If the institutional information policy defines the University’s role as publisher/distributor of certain kinds of 
information about the University, then it also should identify which units in the University are responsible for 
guaranteeing access to that information. Some of the key questions about governance include: 

* Who is responsible for ensuring appropriate access to institutional information? This role includes the legal, 
ethical, and technical responsibilities outlined above, to promote appropriate access to and availability of 
institutional information. It also includes educational and consultative responsibilities to promote the appropriate 
use of institutional information. In addition, it includes fiduciary responsibility for providing and maintaining < 
information resources. This information policy framework suggests that University schools and departments which 
are responsible for the content of information can also be responsible for all of these aspects of access to that 
information, given a strong policy and infrastructure. 

* What is the University’s responsibility for access to non-institutional information? The policy framework 
suggests this responsibility rests with the author, not with the University. 

* Who determines the rights and privileges for different classes of users? This includes addressing the question 
of whether access to electronic information should be free or fee- based. 



Developing the Policy Framework 

These key issues and guiding principles articulated by the ACIT subcommittee shaped the first policy framework 
document. After discussion and revision, IRCC then ’’proofed" the document by applying test cases to the key 
concepts. The test cases included discussion of current electronic mail problems and practices, a meeting with the 
University Registrar to discuss the fit with current practice and planned direction for student information, and a 
meeting with representatives of a grass roots staff initiative aimed at coordinating and developing standards for 
document imaging initiatives. The policy framework was demonstrated to be highly compatible with the desired 
directions in the areas tested. Thus far, the only omission exposed by case testing is a lack of archiving 
considerations. Some current practices for electronic mail contrast with the philosophy stated in the document and 
may require specific policies if the framework is officially adopted. 

The resulting version of the framework was then presented to a group of University vice chancellors — those 
responsible for University academic, research, and business matters. The vice chancellors voiced strong concern 
about protecting the privacy of academic research conducted over electronic networks. They agreed that using the 
term ’’institutional information" would initially clarify the distinction between public and private information, while 
recognizing that many of the difficult issues would surface again during implementation and the evolution of a 
governance structure to resolve disputes. The meeting ended with an agreement to obtain feedback on this policy 
framework from deans, faculty, administrative officials, and perhaps the Employee Forum. 
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Garnering Support and Gathering Feedback 

Four locus group sessions have been conducted to date: a group ol ten laculty members or their representatives, the 
deans in Health Affairs, the deans in Academic Affairs, and a brief meeting with the Executive Committee of the 
Faculty Council. Well in advance of each meeting, each participant received a copy of the draft policy framework 
and a letter describing what was to happen and why such a policy was important. A few days before the meeting, 
they received a list of potential benefits and a list ol questions to consider for the discussion. 

Reviewers thus lar have generally accepted the policy framework and have agreed on the need for and utility of a set 
defining principles to guide development of luturc policies arid procedures. They have also recognized that early 
involvement at the highest levels of the administration would encourage more sound and consistent policy decisions 
in the future. 



All except the Faculty Council group had difficulty separating the policy framework from the issues which will have 
to be resolved during implementation. Concerns from all groups lull within three primary areas: 1 ) financial, 
training, and other infrastructure support for implementation of such a framework, 2) definition of "institutional" 
data, 3) concerns about privacy. 

Given the budget constraints of departments and the University, some faculty questioned whether the expectations 
raised by the policy Iramcwork were realistic, while others, noting the growing amount of institutional data alrcadv 
on line, wondered about the need for such a policy. Many faculty wondered if they would be able to utilize on-line 
resources without time, incentives, and support from department chairs and deans to familiarize themselves with 
new technologies. 

Many participants wanted a specific definition of "institutional" data to be provided to them - an example of 
participants' difficulty in separating conceptual framework from implementation. In response, 1RCC members 
reiterated their hesitation to try to determine what should and should pot be "published" online without input from 
departments during the implementation process. 

In addition to echoing these concerns, the deans also indicated a desire to see the central administration adopt a pan- 
University "vision" of the use of electronic information and were very receptive to the idea of the Internet as a 
marketing tool lor their programs. Some also worried that more available information would increase individual 
workloads through requests for more details or requests for services. The deans clearly want to have high level 
involvement in determining what is institutional data, and high level commitment to addressing the cost issues. 

They agreed that this is not a technology issue alone. 

Privacy and appropriate use issues were discussed, but did not seem to be as pressing a concern to most faculty 
members. Most agreed that a proactive stance on these issues would help guide the University's decisions on 
policies in the future, and would place the University in a stronger position in the case of a legal entanglement over 
these issues. There was, however, strong agreement among the deans that faculty and other University employees 
need to be made aware of the unique qualities of electronic mail as a means and store of information. The deans 
expressed concerned that many people still look at email as a secure and highly protected medium. 



Future of the Policy Framework 

At this point, the policy framework has received general support from the groups contacted, though many have 
expressed significant concerns about the implementation issues and the process for determining how implementation 
will proceed. The remaining groups, staff Irom business and finance divisions and other academic support staff, will 
likely be concerned with the same issues and have similar problems in responding to the framework. Some of these 
difficulties will be addressed by modifying future focus group sessions. 

In general, people have a hard time "getting into" a discussion about something that is abstract and outside their 
experiences. The scenarios presented in advance of the discussion help, but not enough. More stage setting could 
help people understand why information policies are important as might a vision statement. It might also help to 
craft some futuristic scenarios to balance against the present day scenarios we have now: What would it be like if 
this framework were in place? Providing participants with a brief summary of the issues (legal, ethical, technical, 
governance) that will need to be addressed may also help focus discussion on the framework itself. The remaining 
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difficulty in past sessions is that participants have focused almost exclusively on departments as providers of 
information, rather than consumers. In the future it would be worthwhile to specifically inquire about departments' 
data needs. 

After completing the focus group and feedback sessions, 1RCC will modify the framework document and continue 
the effort to increase awareness, gain further acceptance, and define an implementation process. The council will 
also undertake additional work in specific policy areas such as those surrounding access and use of academic 
information such as library information, intellectual property, and personal use of University equipment. 

The overall goal of the policy framework is to make information needed by the University's various constituencies 
as accessible and useful as possible. This goal is only possible if the policies and practices of the individual units are 
guided by a consistent philosophical framework. The development of such a framework in a highly decentralized 
and complex environment is possible only through a partnership with library, information technology, physical 
plant, and faculty members. 
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A Policy Framework for the University's Network 

Electronic Rights and Responsibilities 
at the 

University of North Carolina at Chapel Hill 

The University develops and manages a physical and social learning infrastructure to the economic, social, and 
cultural benelit of the state and the nation. This learning inlrastructure increasingly depends on information in 
digital form and on digital technologies for communicating, sharing, and analyzing such information. Indeed, digital 
infrastructure is fast becoming a prerequisite, not only for a more effective and efficient University, but for a better 
informed and more responsible citizenry. 

For example, a centrally supported digital network provides a means to publish much of the University's official, 
institutional information for the benefit of both the University and the public. The University, acting through its 
central administration, is responsible for this information, but centrally coordinated infrastructure and guidelines for 
publication shilt the locus ol responsibility lor publication and stewardship to the academic and administrative 
departments that are the sources of most of the information. Similarly, the central administration and academic and 
administrative units share responsibility for the hardware and software used by the University community to analyze 
institutional information and other information accessible through the network. Digital infrastructure thus becomes 
a primary medium in a federal model for balancing responsibilities and encouraging collaboration and public 
service. 

This federal model enables, and the University is committed to, an open How of information within the University 
and between the University and the public. The Information Resources Coordinating Council, as the font and 
guardian of this philosophy, coordinates the development and management of the implied centrally supported digital 
inlrastructure and related services. The Council also formulates the institutional policies that frame the related rights 
and responsibilities of the institution, those who serve it, and those whom it serves. All members of the University 
community are responsible, along with the institution, for good citizenship and informed stewardship in a digital 
democracy. The Council prepared this document to describe these institutional and individual rights and 
responsibilities and to provide a framework for governing the University's digital infrastructure and implementing 
the operational practices that determine its utility to the University and the public. 

I. THE NATURE AND PURPOSE OF THE UNIVERSITY'S NETWORK 

The Network 

The University of North Carolina at Chapel Hill operates, through its central administrative offices, a wide-area 
(inter-building) digital transport network that interconnects local-area networks operated by academic and 
administrative departments that have agreed to adhere to the University’s Uniform Wiring Policy and to the network 
management policies coordinated by the Office of Information Technology. The resulting network of networks is 
the "University's network." It is one of the institutionally-operated networks that make up the global Internet and 
that adhere to the open standards and protocols adopted by the Internet Engineering Task Force. In addition to an 
Internet gateway, the University's network also includes a gateway to the North Carolina Information Highway. 
Through its gateways to the Internet and the North Carolina Information Highway, the University's network 
becomes an extended global network that provides access to information and information processing technologies, 
only a fraction of which is under the stewardship of the University. This extended network and the resources 
accessible through it serve two primary purposes in the framework.of the University's mission. 

To Enhance Institutional Effectiveness and Efficiency 



By having access to the University's network and its resources, to include its gateways to the Internet and the North 
Carolina Information Highway, the faculty, the staff, and the student body can communicate and collaborate among 
themselves and with their counterparts elsewhere who can connect to the Internet or the North Carolina Information 
Highway. Network connections are a starting point for internal collaboration and efficiencies, for extending the 
reach of the University, and for expanding the resources available to the faculty, the staff, and the student body. But 
the University's network is a powerful lever for institutional effectiveness and efficiency only to the extent that 
network connections are easily established and broadly available, are accompanied by easy-to-use services and 
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accessible and reliable mission-critical information, and are based on the standards that guide the development of the 
Internet and the North Carolina Information Highway. 

To Publish Institutional Information about the University 

The network's gateways to the Internet and the North Carolina Information Highway are the primary means by 
which the University meets its responsibility to the public to publish much of its institutional information in useful 
digital formats. By publishing this information via the University's network, mostly in the form of institutional 
databases, the University not only meets a public obligation, but serves its own goal of continuous quality 
improvement in a distributed management model that depends on the free flow of information and that is essential to 
academic effectiveness. Institutional information, whether for the public or for internal purposes, therefore is 
published on-line in an open, democratic framework designed to encourage 1) consistent and ready, affordable 
access to digital information, 2) stability and reliability from the inquirer's perspective, 3) integration among 
disparate databases with minimal duplication in capturing, storing, and maintaining these databases, 4) useful, 
unifying perspectives on the University's programs and resources, and 5) information literacy and the use of 
institutional data in decision making. 



II. CONNECTIONS TO THE UNIVERSITY'S NETWORK 

Centrally Supported Connections for the Faculty, the Staff, and the Student Body 

Members of the faculty, staf f, and student body have the right to connect to the University's network and, through it, 
the Internet and the North Carolina Information Highway. This right and the resulting right to the University's 
information services and applications described in section III carry the responsibilities that attach to the use of any 
University resource. Any revocation of any of these rights, in whole or in part, is subject to the normal due process 
available to any member of the faculty, staff, and student body. 

The University centrally provides two fundamental modes of connection for the faculty, staff, and student body: ( 1 ) 
direct connection via Internet protocols through reasonably convenient, centrally supported computer labs on 
campus and (2) dial-up connection via a centrally operated pool of modems connected to the switched public 
telecommunications network through Southern Bell's Chapel Hill Exchange — to accommodate those who have a 
computer, a modem, and telephone service and who find themselves in circumstances that do not allow direct 
connections. 

Departmental lv Supported Connections for the Faculty, the Staff, and the Student Body 

The University's academic and administrative departments have the right to connect their computers and local-area 
networks to the University's network provided that they agree to adhere to the University's Uniform Wiring Policy 
and to the Internet-compliant network management policies coordinated by the Office of Information Technology. 
Departmental connections provide an additional route by which some members of the faculty, staff, and student 
body connect to the University's network. Those eligible to exercise such rights of connection as are granted by a 
department assume responsibilities imposed by the department, which must include the responsibilities described in 
the first paragraph of this section as applying to those who employ centrally provided connections. 

Centrally Supported Connections for the Public 

One of the reasons that the University operates gateways to the Internet and the North Carolina Information 
Highway is to provide mechanisms for the public to connect to the University's network, primarily to give the public 
a standards- based interactive digital path into the University's published institutional information. This means that 
anyone anywhere with a connection to either the Internet or the North Carolina Information Highway, whether 
through a commercial on-line service or otherwise, also has a connection to the University's network and thereby has 
access to a vast collection of the University's institutional information in a useful digital form. The University, 
however, has no obligation, beyond that to its faculty, staff, and students described in the preceding two paragraphs, 
to connect individuals and organizations to the Internet or the North Carolina Information Highway. 

III. INFORMATION SERVICES AND APPLICATIONS 
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Information Services and Applications for the Faculty, the Staff, and the Student Body 

Members of the faculty, staff, and student body who connect directly or through one of the University's dial-up lines 
to the University's network have the right to, and easy access to, a collection of centrally supported, standards-bascd 
network applications and services for 1) communicating with others via the Internet (using Internet-based e-mail and 
news groups, for example) and 2) locating, retrieving, storing, publishing, and analyzing the University's published 
institutional information on the University's network. These centrally supported standards, applications, and 
services are deployed to provide ease ol connection and use and to comply with, and contribute to, the direction of 
the Internet and the North Carolina Inlormation Highway. This maximizes the probability that anv resource on these 
extended networks will be readily accessible through the University's network to anv member of the faculty, the 
staff, or the student body who is eligible to use it. It also helps to ensure that the University's resources will be 
accessible, as appropriate, to other networks and computers connecting to the University's network through the 
Internet or the North Carolina Information Highway. The University thus draws on the resources of the larger 
networking community and contributes to it. t 

The University's network is a large capital investment incurring very substantial continuing operating costs. 
Nevertheless, the marginal costs of centrally providing a connection and basic services to any member of the faculty, 
staff, and student body are currently negligible, and so the University centrally levies no individual per-use charges! 
Accordingly, connections and basic services are provided to the faculty, staff, and student body in a context not 
unlike that defining the use of University-owned telephones to make telephone calls within the Chapel Hill 
Exchange area Basic connections and services 1) are reasonably convenient and free to responsible members of the 
University community and 2) are the portals to extended services, some ol which incur individual per-use charges 
that are paid in a variety of ways. 

Information Services and Applications for the Public 

The University also grants access rights on an as-is basis to its published institutional information and to selected 
software resources on its network to anyone anywhere with a connection to the Internet or to the North Carolina 
Inlormation Highway. Such information includes, but is not limited to, 1) information about the University and its 
policies, resources, demographics, and management as maintained in institutional databases and 2) selected 
academic resources in digital form, to include the catalogs of the University's libraries in the form of the On-Line 
Public Access Catalog operated by the Triangle Research Libraries Network. To advance the University's mission, 
other digital inlormation and resources also are available on a selective basis to anyone with a connection to the 
University's network, but the University has no general responsibility in this regard. Access to information may be 
constrained, for example, by commercial licensing agreements. At the other extreme, free access to information 
may derive from cooperative arrangements between University departments and federal and state agencies. For 
instance, all official documents of the Clinton administration currently are on-line on the University's network as a 
service to the global Internet community. 

The University is aggressive in publishing its institutional information and other important information resources on 
its network tor public access. Within the terms ol software licenses and other resource constraints, the University 
also chooses to provide access to standards-based software tools that allow inquirers to locate, display, capture, and 
analyze published information. In designing and publishing its digital databases, the University makes every effort 
to comply with the law by protecting that information which by law is protected from disclosure and by disclosing 
that information which by law is public. In designing data formats and applications for publishing information on- 
line in a way that optimizes the usefulness ol vast stores of raw digital data, the University makes no distinction 
between access by the public and access by members of the faculty, staff, and student body. The design philosophy 
seeks to provide any inquirer with relational flexibility in aggregating data and spotting trends but, through 
aggregation, to protect data elements that by reasonable management and community standards would be considered 
private — an individual's salary, for example. 

Any University-owned computer or local-area network connected to the University's network provides a means to 
share mission-related digital information or resources with the public through the gateways to the Internet and the 
North Carolina Information Highway. The University assumes the responsibility for ensuring that such information 
is published in digital form by requiring its departments to assume responsibility for the institutional information 
that they generate. As the steward for institutional data that it collects, a department must comply with the 
University-wide standards and implementation guidelines overseen by the Information Resources Coordinating 
Council. 

12 
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IV. PRIVACY, CONFIDENTIALITY, AND FREEDOM OF EXPRESSION 

The University expects members of the faculty, staff, and student body to become familiar with individual and 
institutional responsibilities to protect confidential information and with the risks to privacy inherent in digital 
technologies. Good citizenship implies familiarity with the possible states of dynamic digital streams sent or 
received via the University's network and static digital files stored on University property. For example, digital 
streams constituting e-mail communications might traverse public and private networks over which the University 
has no authority, and they might be broadcast or duplicated by a recipient without the permission of the sender. Just 
as with printed documents, the University owns and archives digital communications having the official sanction of 
a department. Otherwise, the University considers static digital files and dynamic digital streams to be private and 
does not disclose their contents, except as required by contractual obligation or state or federal law. To ensure 
reliability, however, the University reserves the right to employ backup, storage, and recovery systems throughout 
its digital infrastructure. 

University departments that serve as stewards of an information resource available to the University community at 
no charge and without contractual obligations have the right, within the limits of prevailing laws, to store the details 
of any inquiry to, or use of, the information resource. This right can be practiced, however, only if the inquirer is 
notified at the time of connection of the intent to store any identifying details of the would-be transaction and is 
given the option to disconnect immediately with confidentiality preserved. 

The University respects encryption rights on its network and may itself encrypt information and transactions when 
secure confidentiality is an obligation. 

All existing guarantees of freedom of expression extend to those who use the University's network as a medium of 
expression. 
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Strategic Information Resources: 
A new Organization 
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Dennis Aebersold 

Vice President for Strategic Information Resources 

Gordon A. Haaland 
President 

Abstract 

The President and Provost of Gettysburg College decided at the end of 1993 that, 
given the importance of technology in the strategic plan for Gettysburg, they would 
make the bold move of merging the Computing Services Department and the Library 
into a single division called Strategic Information Resources. The new division was to 
report to a newly created Vice President position, which would in turn report to both the 
President and Provost and serve on the President’s Council. This paper describes the 
steps to date of the process which was used to effect the merger. 
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I. Why Merge? 

In response to what we see as the way of the future, Gettysburg College has 
been and will be devoting significant resources to information technology as it is 
known in such functional areas as the Library, Computer Services, 
Telecommunications, Management Information Systems, and the Print Shop. These 
are all areas responsible for helping members of the college community gain access 
to, store, retrieve, and analyze information. 

A liberal arts curriculum has proven remarkably effective in helping students 
master new technologies and synthesize new material. Gettysburg College intends to 
continue to develop strategies to promote the use of advanced information 
technologies in the College’s instructional programs. We have already built an 
enviable computer network, an achievement recognized by CAUSE in 1993 when we 
received honorable mention for the CAUSE networking award. It is increasingly clear, 
however, that the information network is just a prelude to the larger information world. 

The increasing availability of information in electronic form and the ability to 
analyze that information on the computer will dramatically change the way we teach 
and learn. By the twenty-first century electronic information technology will have 
transformed the workplace, nationally and internationally. If we are to meet these 
transformations and provide our clientele with superior service we knew that our 
information structures have to change. Our instrument of change is the integration of 
the Library and Computing Services into a single Division: Strategic Information 
Resources. This Division has been placed under the direction of Dennis Aebersold, 
Vice President for Strategic Information Resources and formerly Associate Provost for 
Computing and the Sciences. Our approach is intended to provide students and 
faculty members with the best possible support as they work in an environment 
shaped by the "information revolution" that is already upon us. This step is one that we 



believe all institutions of higher education must take eventually. We expect that the 
timing of this move will contribute to our competitive advantage as an institution in a 
crowded educational marketplace. 

Predictions are risky, but it is already plain that, rather than waiting months for the 
latest research to appear in printed form, scholars will have electronic access to 
(research) as soon as it has passed the test of peer review. The printed materials to 
which that research refers will also increasingly be available over the network in 
electronic form. Large collections of primary texts are already available electronically 
or will shortly become so. Standard reference materials can already be 
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purchased on CD-ROM and accessed from an appropriately-equipped desktop 
computer. Sound, images, and other non-print media can also be transmitted 
electronically. Only to gain access to rare books and manuscript materials will one be 
compelled to visit a traditional 

library, and even some of these materials will be available in digital form, just as they 
are now available on microfilm. 



II. Aligning Strategies 

The merger of library with computing services falls in line with the strategic 
goals of the College. Recognizing that technology will continue to play a major role in 
education at all levels, with special implications for the way teaching and learning 
happen at the college level, Gettysburg has set as primary goals 1) to develop the best 
possible computer-based information resources and programs; 2) to promote 
exploration of the curriculum and co-curriculum using technology and 3) to provide 
appropriate access to these resources. 

As we looked at the service demands of our community, the rapid pace of 
change of technology, and the direction we wanted to take, we realized that the 
existing administrative structure did not suit or support our vision of the future. In the 
interest of dramatically improving operations in the new division Gettysburg embarked 
on a 6 month program 



intended to enable us to define the strategic direction the new division should take and 
to articulate the changes to process, organization, people and technology required to 
make our vision a reality. 

Our vision is, simply, to create one information service organization on campus. 
Before, the Library and Computing Services were competing as providers, creating 
redundancies in information provision, some overlap of skill sets, and constant battles 
between old and new ways of operating. Among the benefits of a combined 
organization are the elimination of unhealthy competition between departments, the 
effective utilization of complementary skill sets, and the ability to build a more flexible 
and responsive organization. 

While we are still in the project planning phase, we do, realistically, anticipate 
certain results. First, we believe this is the way of the future and that our efforts will 
situate the College in good competitive position in the future. Second, we are being 
very careful to align the strategies for Information Technology and the new Division 
with the strategies of the College. Third, we will make more resources available to 
faculty and students and eliminate inefficiencies in operations. 
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III. The ‘How’ of Change 

With the help of the Business Process Renewal (BPR) evaluations we will 
eliminate redundancies in the things we provide. We plan to decrease cycle time, or 
the time it takes to do such things as acquire a new book, catalog it, or install a 
computer. Through increased efficiencies we will lower costs, improve 
competitiveness and hopefully delight our customers. 

The merger was announced in January 1994; in February 1994 the Vice 
President moved his office to the Library to get a better understanding of the culture, to 
get to know the Library staff, and to signal the start of the merger process. Merging the 
two divisions has clear advantages from an operations standpoint but it has brought 
on other expected issues on the human resource side that are not easy to work out on 
paper. Differences in job expectations, for example, work habits, and the cultural 
environments in computing services and the library polarized the two groups initially. 
The announcement of the merger had left the librarians and the hourly employees in 
the library feeling very uncertain about coming events. There was no open hostility but 
there was considerable distrust and some feeling that the administration had not 
approved of employee performance and was sending in troops to whip them into new 
shape. To clarify what the issues were, we conducted a cultural assessment survey of 
both staffs, which produced surprisingly positive results. The study showed the two 
departments to be 180 degrees apart on questions like “do you exist in a 
‘Reactive... Proactive’ organization?”; "Open to Change. ..Resistant to Change? "; 
"flexible work environment... strict work environment"? When the two groups were 
asked where they would like to be in the future, the alignment of the cultures was 
almost perfect. It was at this point that we knew that a true merger of the two 
organizations into one division would be possible. We began the merger process in 
June, 1994. 

We demanded radical change in both organizations. We were looking for 
flexibility that did not exist in the library, and we had to increase 
the speed of service and the quality of service in the computing 
area. We intended to cut costs but we did not start with a 
mandate to cut employees. Our methodology for change was Business 
Process Re-engineering which we chose to call "renewal". Michael 
Hammer defines BPR to be "The fundamental rethinking and radical 
redesign of business process to achieve dramatic improvements in 
critical contemporary measures of performance, such as cost, quality, 
service and speed. ”i Thomas Davenport defines re-engineering as 
process innovation. He states "Process innovation initiatives start 
with a relatively clean slate, rather than from the existing process. 

The fundamental business objectives for the process may be 
predetermined, but the means of accomplishing them is not. Designers 
of the new process must ask themselves, "Regardless of how we have 
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accomplished this objective in the past, what is the best possible 
way to do it now? "2 

Our approach did not start with process but rather with strategy. We felt it 
important to build a foundation for the new organization where employees had a 
deeper understanding as to what we were trying to create and that was tied to a 
mission, with strategic and tactical goals. We also felt it of paramount importance to 
have a measurement architecture in place that would allow us to know how well we 
were achieving our goals. Our approach was top down (work through a core team) 
based on strategy and considered in parallel, people, organization, technology and 
process, which we believe to be all parts of a single whole. 




We developed a three-phase plan that started with initiation and moved through 
direction setting to innovation. 
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IV. Time Lines and Expectations 

The BPR project was designed to span five months starting in April of 1994. 

We actually started in June and will be finished just before Thanksgiving. Upon 
commencement of the project a core and extended team was set up to undertake the 
creation of project deliverables and manage project communication and process. 

The core team was comprised of three staff members plus the Vice President 
who shared in the input, analysis and interpretation of business process renewal 
(BPR) phases. Communication with the rest of the division was established from the 
beginning as a critical aspect of the project. We established concentric circles of 
communication, with the core team at the center, an extended team comprised of eight 
staff in the next ring, and the rest of the division staff at the periphery. The extended 
team’s job was to update and solicit input from the division staff and interpret the work 
of the core team. Each extended team member conducted small group meetings with 
a prescribed group--and each group contained members from the library and 
computing services staff. At the height of discussions over the summer, the core and 
extended teams met weekly, and small groups met every other week. 
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The core and extended teams developed mission and values statements at the 
start of the project which were then presented to the entire division for discussion. The 
final revised statements served as the foundation of change and imparted to staff a 
sense of the culture and climate of the future organization. 

Mission Statement: 

The information resources division develops and provides information services 
and resources needed for the learning environment at Gettysburg College. 

Values Statement: 

The division fosters an atmosphere of open inquiry and continuous education 
for all staff. This demands a highly qualified, flexible and team-oriented IR staff 
committed to excellence and the values of the educational experience. 



Following completion of these, lengthy discussions about what the new organization 
would actually do and what improvements we wanted to make on current service led 
us to distill three major goals for the organization. The goals simply state what we 
want to do and how we want to do it. 
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Goals: 

1. Provide Information 

2. Enable Organizational Success 
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3. Maintain a top-quality organization, consistent with customer needs 



Goal setting based on our vision of an innovative, wall-less, fast-service 
organization brought us to the next phase of innovation: activity modeling. An activity 
model will represent at a high-level all of the activities necessary within the scope of 
the project and provides the opportunity to eliminate cumbersome, redundant, and 
other non-value adding activities from the future organizational design. Cataloguing 
a book, for example, or installing a computer are both means of providing access to 
information. Once these types of connections were made, all activities could be 
defined at higher levels and then related to the goals. If an activity did not fit, it brought 
into question its usefulness as well as called attention to the comprehensiveness of 
our goals. The cross-checking exercise helped us ask questions like: is it the role of 
the division to do X? What value does activity X have to the organization? Do we still 
want to do this? 

Some 45 activities comprehensively described the organization and all its 
functions, from personnel management to equipment maintenance and information 
resource expansion. In order to plan for the future, the core team’s charge was to 
identify the key cycles of tomorrow’s organization: this would provide the structure for 
organizing the future division. 

What constitutes a cycle? An event that triggers a chain of activities— such as a 
request for a book. Mapping out cycles brings into focus business processes and 
provides some of the real substance of organizational change. As we discussed a 
book request, for example, we moved through acquisitions, cataloging and circulation 
and revealed a larger picture. These access tools were essentially delivery systems. 
The goals to provide information and maintain a top-quality organization made us 
question whether or not we wanted to deliver this information in this way, and how 
quickly we wanted to deliver to best benefit the learning environment. The question 
brings into play the role of people and technology in the process of delivering 
information, and how they would relate in the new organization-people, organization, 
technology, process-bringing us back to the pyramid. In almost all cases, the 
successful completion of a strategic cycle will result in value added to one of the 
stakeholders-faculty, students, administrative staff-of the College. The cycle model is 
evaluated in terms of time and/or value added that it provides to the organization. 



Organizational structure begins to emerge from the cycle and activity models, 
after they are grounded in internal cultural criteria, such as create an atmosphere of 
open communication and promote a learning organization that encourages self- 
development. From the cycle model, logical units of work and organizing criteria form 
the basis for preparing organizational structures. 
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In order to allocate resources into the structure, activities need to be defined in 
terms of the knowledge, skills, abilities and personal characteristics (KSAPs) of the 
people who will be performing them. Process, not task, becomes the focus. While this 
sounds eminently logical, it is not trivial. In our case, we spent a session with the 
entire staff matching ‘KSAPs’ to activities. Not surprisingly, many people had a hard 
time conceptualizing job functions not described as specific tasks, such as “cataloging 
serials”, but rather as activities, such as “select acquisition”. Nevertheless, KSAPs 
provides the basis for placement of staff in a new organization. 

What are some of the personnel problems that arise in such a process? Most 
are predictable. “Where does my old job fit in the new organization?” produces one 
form of anxiety. Another form corresponds to identity. People still identify themselves 
as library and computer services staff and take an ‘us versus them’ attitude toward 
their new colleagues. Fear of change sparks rumor about which heads will role and 
what jobs will be eliminated. Everyone knows that anything and everything is open 
for restructuring and this fuels resistance to change. Communication helps to dispel 
most of these problems, but it is also clear that not everyone will be happy with new 
arrangements and we expect to see some fall-out. 



V. Transition and Change management 

Change is managed by the adjustment of resources-people, organization, 
technology, process-around a strategy. Not only do we need to create a new 
organizational structure, but we need a transitional structure because not all change 
can happen at once. We plan to integrate 3 BPR teams in the next months, and 
another three by the second quarter of 1995. The first teams to be formed are 
Planning, Response and Training. The next three will be New Initiatives, Operations 
and Selections. 
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The teams will receive extensive training on team work and self management. The 
organization will have no bosses; the transition team will help coach the other teams 
through difficult new procedures like evaluation and rewards. We believe we will 
begin to reap benefits but June 1995 and we hope to be operating comfortably and 
efficiently by Jan. 1996. 

1. Michael Hammer and James Champy, Reengineering the Corporation (Harper 
Business, 1993) p.32. 

2. Thomas H. Davenport, Process Innovation, (Harvard Business School Press, 1993) 
P-11- 
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Abstract 

A campus wide information system is only as good as the information in 
it. Once a CWIS is in place a tremendous amount of effort is needed to "stock the 
shelves" with information. Removing obstacles in the data maintenance path is 
just as important as making the data accessible to users. Placing full control of the 
data in the hands of its "originators" increases the quality and quantity of 
information available. 

The Dartmouth College Information System (DCIS) has developed a 
number of tools used to enhance the information publishing and maintenance 
process. A locally developed client-server database update system provides easy 
to use links between standard personal computer applications used to develop 
and maintain databases and the database delivery systems. Automated format 
conversions, integrity checks and update authorization are the principal features 
provided by the update system. 
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Distributing CWIS Information Management 



The Context 

Dartmouth College has been developing an extensive Campus Wide 
Information System (CWIS) for the last four years 1 . This client-server system is 
widely and heavily used and operates in an environment where virtually all 
faculty, students and staff have a networked Apple Macintosh® computer. The 
system hosts highly structured data that can be located and retrieved through 
sophisticated database managers. The retrieved information can be displayed 
with extensive typography and embedded images (eg. Figure 1). The CWIS is 
much more than a shared file server, as it answers complex research questions 
for users. 
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Figure 1- Online Library 



The Dartmouth College Information System (DCIS) servers have been 
adapted to a number of different database management systems using 
commercial and academic software. Access to local information such the Oracle 
based administrative systems and gateways to other services on the internet are 
provided. DCIS is portable and installed at several other institutions. 



Robert J. Brentrup, "Building a Campus Information Culture”, CAUSE/Effect , Vol. 16 No. 4 Winter 
1993, pp. 8-14. 
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The two database management systems most frequently used at present to 
"publish" information in DCIS are the BRS 2 and PAT 3 commercial systems. Both 
of these systems run on UNIX computers. At Dartmouth these UNIX systems are 
now workstation-class computers with expanded disk storage capabilities. 



The Problem 

One of the primary factors limiting growth of DCIS was the rate at which 
new information sources could be developed and the amount of labor required 
to keep existing ones up to date. The computing staff at Dartmouth is small. As 
DCIS became more popular we found ourselves facing a long list of requests for 
assistance to place some portion of the institutional information base on line. 
Our ability to respond to these requests became a bottle neck and source of 
frustration. Even if adequate staff resources existed, their skills are best deployed 
on further extensions and development of the system. 

It became apparent that it is crucial to decentralize the development and 
maintenance of new information resources. At Dartmouth and probably most 
campuses, many offices and many people already generate and update valuable 
information. Harnessing that diffuse manpower in an organized way is the key 
to the continued growth of a CWIS. The primary obstacle to remove at 
Dartmouth was the complexity of "publishing" on the UNIX-based DCIS servers. 



Current Publishing Practices 

Many administrative departments are in the business of publishing 
information. In many cases the source data are already prepared and maintained 
on desktop computer systems. Periodically the information is printed and 
distributed. The CWIS is another and increasingly popular method to "publish" 
information. Its greatly enhanced distribution speed is the most important 
reason. By publishing on the CWIS the most current information is always 
available and it is easier to locate specific sections. In some cases the cost and 
labor associated with paper delivery can be avoided. There is, however, a need to 
identify the structure of the data in more detail to permit the computer systems 
to index and display the data more intelligently. 

Unfortunately the desktop systems used to enter and maintain the 
original information generally lack both the software and the processing power 
to provide database services to large numbers of users. For example DCIS 
typically supports thousands of database sessions daily and several hundred 
simultaneously. The workstation systems that can solve these problems are 
however more difficult to use and need to be relatively closely controlled to 



2 a product of Dataware Technologies 

3 a product of Open Text Systems Inc. 
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ensure high reliability and data security. For example, users would need to learn 
to use the workstation operating system and have accounts, while system 
managers would have to create and maintain these accounts. To resolve this 
dilemma DCIS has developed a new database-update system which enables the 
originating offices to add to and update information resources almost as easily as 
the rest of the campus uses these resources. 



Variations on the Theme 

Although not called a "campus wide information system" at the time, 
Dartmouth has had elements of this idea in the computing environment since 
the first computer systems were installed on campus in the 1960s. The 
Dartmouth College Time Sharing system (DCTS) supported a number of 
institutional databases and provided shared libraries of programs. In 1985 a large 
AppleShare file server capable of supporting several hundred simultaneous 
users was implemented on the DCTS hardware. Known as "PUBLIC" this server 
is a distribution center for the entire campus for programs and general 
administrative and academic information. This worked for Dartmouth because 
the campus also standardized on the Macintosh computer so everyone had access 
to this "CWIS" 4 and knew how to use it once they knew how to use the 
Macintosh Finder. 

These predecessors of the current client-server environment particularly 
the PUBLIC file server, had some interesting attributes when looked at as an 
"information publishing" tool. PUBLIC was the first place one would look for 
information. It had a very simple interface for users and information providers: 
you simply copied files from or to the server as you would with any other 
Macintosh disk. Locating information on PUBLIC is accomplished by manually 
opening and closing each folder or by using the Macintosh Finder's Find File 
functionality with which you can search for files by name. You typically browse 
through the various folders until you find what you are seeking. As the amount 
of information grew larger, this approach became more difficult and time 
consuming. But the simplicity of the PUBLIC file server, particularly for 
information maintenance, allowed it to be easily used by most members of the 
Dartmouth community. 

Locating information can be greatly enhanced by going beyond the shared 
file-server model. The primary step is to provide content indexing. While some 
information sources fit very nicely in the file-server model, there is another class 
of databases (eg. library catalogs and reference works) that are too large and 
complicated for this approach to be reasonable. This is the class of information 
that DCIS first addressed four years ago. The files are large, in most cases, and 



4 For many other institutions their first experience with this kind of shared information resource 
was the Gopher system. For Dartmouth the main appeal and use of Gopher has been to share 
information with the world outside the campus. 
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internally highly structured (ie. fields and records or tagged elements define 
semantic structure and display attributes). This structure allows users to 
formulate detailed questions and receive quite specific answers to their inquiries. 

An example best illustrates this point. "Rental Housing Alternatives" was 
originally a program to which one connected on the time sharing system. You 
answered a few predetermined questions, such as "Are you interested in 
apartments or houses? summer or year round?" Based on your answers an 
appropriate portion of the "database" was selected and transferred to your 
terminal. You then read through the list to identify the items of interest. 

Taking this same data and describing the regular internal structure of it for 
a database manager allows the user to ask specific questions such as "find 
furnished houses in town X and price range Y to Z" and subsequently end up 
with a list of items matching only those criteria. Such specific results are possible 
because of the additional effort invested in providing more structure and some 
uniformity in the data and having software that can use multiple indexes and 
value comparisons. Retrieving the whole list is still easy. 



Project Objectives and Results 

The goals of the updating tools project were to make the database creation 
and update process as simple as possible, to empower users with moderate 
computing skills to be able to control the process, to eliminate the need for 
knowledge of "mini/mainframe" database maintenance tools, to eliminate the 
administrative overhead of creating and maintaining accounts on server systems 
and most importantly, to eliminate the need for continued assistance from the 
software development staff. 

The solution DCIS developed is another client/server system that allows 
staff who are not computing professionals to "publish" their own structured 
information on the CWIS. The update client application runs on the same 
desktop computers used to prepare the data. Several other tools were developed 
to streamline the process of preparing, checking and transferring updates. 
Together these tools create an efficient link to move the data from the 
originators’ desktop workstations to the CWIS central computers. The update 
clients and servers are now in production use and spreading rapidly. 

Some of the current examples include: 

• Student phone directory 

• Career Services, leave term jobs 

• Student newspaper 

• Art History department slide collection 

• Computing newsletter 

• Photo records catalog 

• Instructional Services media catalog 
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• Rental housing alternatives 

• Student employment opportunities 

• Used computer equipment for sale 



Design Considerations 

The inspiration for this solution was motivated by having to handle these 
requests and be involved in the update process. After a while a pattern of usage 
emerged. We attempted to automate regularly repetitive tasks in order to make 
the process as simple as possible. 

We wished to address three important aspects of database maintenance. 
For reliability it is important to not allow incorrectly formatted data to be added 
to the database. For security it is important to prevent unauthorized 
modifications and to limit update access to approved personnel. To insure the 
integrity of the database it was most desirable to have its creator in control of its 
maintenance. The database creator is the best judge of correctness and timeliness. 

A number of different Macintosh software packages are being used to 
prepare the databases depending on their requirements. The most popular at 
present is Claris FileMaker®. By adding an export script to the FileMaker 
database, the export process is accomplished in one command. The Acius 4D™ 
application is another popular tool used to create departmental databases. Export 
procedures can be programmed in 4D, and it has built-in functionality to produce 
single table output in common forms for export. 

On the CWIS server side a number of different database managers are 
being used. Each database manager has some specific strengths from which 
certain types of data sources benefit. Each has a required import data format that 
needs to be accommodated and specific loading programs to build the database 
and create the index points. These details of the database management system 
should be transparent to the update user. 

The database update requirements vary as well. Some of the files are added 
to on a regular basis (eg. the campus computing newsletter and the student 
newspaper). Others are periodically republished in their entirety. It is also 
desirable to be able to easily fix data errors in a previously posted update. This 
requires that identifying the proper portion of the information be straight- 
forward. 



How DCIS Update Works 

The database creator prepares the source data on his or her Macintosh. 
Some use a Macintosh database manager such as FileMaker as an input tool. 
Other applications use a word processor or even a document editor such as 
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Aldus PageMaker®. Next the database creator exports the data from these 
applications into text files. Then he or she converts the export files to the input 
form of the database manager used to publish it. This step describes the internal 
structure to the database manager. This operation is typically a mapping of 
database field names or the addition of SGML 5 tags. Several Macintosh utility 
applications have been developed by DCIS to perform or assist this step. One 
converts FileMaker export files to the BRS load format. The file converter 
provides a table driven field mapping. Another checks the integrity of an SGML 
markup. The SGML analyzer has user configurable markup symbols, lists the 
nested tag structure of the document, the entity references used and the extended 
ASCII characters in the file. Structure errors are diagnosed and located by line 
number and context. 



r 6 File Edit Help Windows 




Figure 2- DC/S Update 

The database provider then runs the DCIS Update client (Figure 2) to 
transfer the data to the server. The update client connects to the update server 
and gathers the list of databases available for update. The client prompts the 
database provider to select the database they wish to update (Figure 3). The client 
then checks the identity of the user to determine which of the databases available 
are open to updates from this individual. The person is authenticated by 
entering their network services password, which is checked against the campus 
wide "Dartmouth Name Directory." Tables in the update server list those people 
who have been given "write" access to a database. 

The database provider then selects the update function desired from the 
available buttons. The system supports reload, add, delete and replace operations, 
which are enabled depending on the needs of the particular information source 
and the functionality of the underlying database manager. The update program 
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prompts for any other information it needs, generally just an identifier for the 
update set and the data file to use. Only appropriate data file types can be selected 
preventing another possible cause of errors. The data file is transferred to the 
appropriate server machine, which starts to run the update script. 



# !ii« I: <i*1 Help 




Figure 3- Database Selection 

The update server runs a script to handle the requirements of a particular 
database. The script handles both consistency checks and runs the various 
vendor-supplied server database maintenance utilities needed for this update. 
The update script first verifies the input data, often running a format checking 
program which must succeed in order to continue the process. Next the script 
attempts to process the update transaction. In some cases several periodic updates 
are merged into a single file. Next the script runs the database manager's loader 
or index building programs. A log window shows progress and provides 
diagnostic messages. Finally the success or failure of the operation is reported 
(Figure 4). The log messages can be mailed to a DCIS staff member for diagnosis 
in case there is a problem. On-line help is available. 
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Figure 4- Update Complete 



Evaluation 

The DCIS update system has proved to be quite popular and has 
successfully accomplished the task of transferring the ongoing maintenance of 
the database to the originating office and freeing up the DCIS development staff. 
Several of the databases are being updated on a daily basis. Others monthly or as 
the need arises. Prior to this project "regular" updates were not getting processed 
on a regular basis. Some of the databases supported by the update system are 
among the most popular resources on DCIS. 

As the DCIS system continues to expand, an increasing number of uses for 
the update system are being identified. The client will run on almost any 
Macintosh. The servers are small, fairly portable and adaptable to other database 
systems. The system has also been easy to configure for additional databases. This 
project has measurably increased the usage and local satisfaction with the DCIS 
effort. 
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A SMALL SCHOOL VENTURES INTO THE WORLD OF THE CWIS 

Bev Actis 
Kenyon College 
Gambier, OH 43022 



In late 1992, Kenyon College in Gambier, Ohio, had just completed its campus 
network infrastructure. This new environment provided an institutional 
"integration" that enabled Kenyon to consider the possibility of a campus-wide 
information system, or CWIS. 

Kenyon began its planning by investigating many other CWIS on the Internet. 
In the process, the most important issues to be addressed in launching a 
successful CWIS were identified. This paper discusses those issues and 
provides a guide to other small schools in getting started. 
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A SMALL SCHOOL VENTURES INTO THE WORLD OF THE CWIS 



By the fall of 1992, Kenyon College, a liberal arts school of 1500 students in Gambier, 

Ohio, had just completed its campus network infrastructure, which provided network access 
to virtually all campus buildings. The campus community was communicating via email and 
beginning to share much information electronically. The time was ripe for Kenyon to 
consider how to utilize this new environment to more fully integrate its wide variety of 
information resources into a campus wide information system, or CWIS. 

At that time, a task force from Information & Computing Services (ICS) began looking, via 
the Internet, at other campuses with a CWIS. Since Kenyon’s financial situation allowed 
very limited personnel and financial resources for such a project, ICS had to find a way to 
build a CWIS at the "right price." 

At that same time "gopher" was beginning to become a hot topic on the Internet. It was the 
gopher software developed by the University of Minnesota that gave us the breakthrough we 
needed to proceed with our CWIS, since gopher was not only free, but also enabled us to 
provide both local and Internet resources to the campus. 

We began planning for KCInfo (as we called our CWIS) by collecting from the Internet all 
the information we could find about other CWIS, so that we could learn from their strengths 
as well as their weaknesses. We contacted many CWIS managers for ideas on how to go 
about getting started. By sifting through all this information, we were able to identify a 
dozen issues that had to be addressed by ICS before launching KCInfo. These issues 
included: 

* Needs & Resource Assessment 

* Ownership Issues 

* Access & Privacy 

* Personnel Needs 

* Content Standards 

* Policies & Policy Boards 

* Main Menu Design 

* Marketing Strategies 

* The Coordinator’s Role 

* Sponsors & Information Providers 

* Ongoing Development 

* Evaluation 



The following discussion of these issues is meant to provide a general "game plan" to help 
other small schools considering a CWIS to take those first steps in getting started. 
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DO WE REALLY NEED A CWIS? 

The first question we asked ourselves was, "Do we really need a CWIS?" In our present 
situation of budget restrictions, would the service a CWIS provided to the campus really be 
worth the money, time, and work required to develop it? What compensating benefits could 
it offer? 

Our conclusion was that KCInfo would greatly improve access to a broad range of college 
information as well as Internet resources. It would organize in one central location 
information that would be available anytime and from any workstation connected through the 
campus network or via a dialup modem. 

As an alternative to printed information, KCInfo could significantly reduce the use of paper 
on campus. Although it would not completely replace paper, hardcopies of electronic 
documents would be printed only at the user’s discretion; thus they would not be wasted on 
users who had no real need or desire for them. 



NEEDS AND RESOURCES: FINDING A MATCH 



Our next task was to assess our current resources to determine what we needed to make 
KCInfo a reality. Kenyon’s all-campus network was our biggest asset, since it provided 
universal access to computing resources. The network was connected to a cluster of DEC 
VAXes connected to workstations, half of which were terminals and half microcomputers. 
With half the campus still using terminals, we realized that the software to run the CWIS 
would be have to be installed on the VAX mainframe to be accessible to all. In the future, 
as we evolved into a microcomputer-based campus, we could migrate to a distributed system 
with connections to a dedicated machine set up as our gopher server. 

Using a timeshare environment for our gopher server was not ideal, since it might put a 
strain on the VAX cluster when usage became heavy. A separate, dedicated machine would 
have been preferable, but was not possible at the time, so we plunged forward on the VAX 
to get started. Should system overhead present a problem due to the growth of the CWIS, 
relatively cheap add-on memory and disk storage could be purchased as needed. 

Because of budget and personnel limitations, we couldn’t afford to allocate staff time for 
developing our own CWIS software. Given these limitations, the increasingly popular 
"gopher" software seemed to be the perfect solution for Kenyon, since the software itself and 
its maintenance would cost us nothing. 

Gopher’s simplicity of design and protocol made it very appealing, and it had already 
become a standard on the Internet. It offered an easy-to-use hierarchical menu structure and 
a minimum of keystrokes for the user to learn. Information retrieval was simple because the 
user wasn’t required to know the location of the information. It could easily be expanded by 

3 



O 




35 



1 1 1-4-4 



simply linking up to another "server," either locally or remotely. 

Gopher had other important features that made it seem the right choice for Kenyon. It 
provided access to all kinds of Internet resources, regardless of their type or location. These 
resources included: WAIS and Veronica search tools; Archie and anon ftp archives; 
gateways to online library catalogs; multimedia using RFC 1341 MIME email extensions; 
SQL interfaces to databases; and links to thousands of other gopher servers worldwide. 

Besides hardware/software considerations, we took into account the intangible yet real time 
savings and productivity increases that a CWIS could offer. Anyone seeking college-related 
information could find it more readily. College departments were able to update and 
distribute their information more efficiently. 



OWNERSHIP ISSUES: WHOSE CWIS IS THIS ANYWAY? 

In talking to individuals who had implemented a CWIS at other campuses, we learned that 
information "ownership" had been a big issue. Because of possible legal implications for 
Kenyon, it was important to make a clear distinction between the role of the institution and 
those who sponsor the information in the CWIS. The college simply provided a vehicle 
(KCInfo) that acted as a "collector and storer" of the information, similar to a library. The 
role of the sponsor of the information is that of "author/editor/publisher. " By not editing 
the information stored in KCInfo, Kenyon would not be responsible for information that 
might later be found to be illegal, such as copyright and privacy infringements, libelous or 
derogatory information, etc. 

Therefore, as "owners" of the information, the sponsors assumed full responsibility for the 
accuracy, quality, legality, and appropriateness of their information. ICS insisted that each 
sponsoring group create its own internal process of review and approval of any documents 
provided to KCInfo. The sponsors were charged with selecting a representative to become 
their ' information provider, " who would be responsible for the editorial management of the 
sponsor’s documents (which covered writing, formatting, proofreading, posting, and deleting 
documents). 

To identify ownership, every document in KCInfo was required to have a header at its 
beginning, containing the name of a contact person responsible for the information so that 
questions and problems could be directed to the proper source. 



ACCESS AND PRIVACY 

A gopher-based CWIS is available not only to campus users, but to anyone with Internet 
access. It is important that sponsors understand this concept of open access before they 
begin to plan their information. There are different ways in which gopher software can 
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restrict access to certain files and menus (and also by IP address). But since KCInfo was set 
up to improve information sharing among campus members, it was not to be used for 
confidential or restricted information. 

Regarding the issue of privacy, ICS had to address two concerns: user privacy and data 
privacy. We had to be careful, in any analysis of usage statistics, that the data would not be 
used to identify individual access of documents. Libraries have long been aware of the need 
for user privacy in the area of book selection, and Kenyon had to be sensitive to this as well 
in regard to electronic documents. 

Data privacy considerations in light of the FERPA act require that personal information (such 
as an individual’s home address and phone number), not be made available for public access 
without giving that individual an opportunity to withhold it. This had to be discussed with 
potential sponsors who might inadvertently include inappropriate personal information in 
their KCInfo documents. 



PERSONNEL NEEDS: WHO’S GOING TO DO THE WORK? 

The financial climate at Kenyon was such that there was no chance of hiring additional 
personnel for KCInfo, so the time involved in implementing and maintaining it had to be 
carved out of ICS staff time. It was imperative that ICS train those who would be 
responsible for providing the information to be as self-sufficient as possible. After contacting 
several other schools about their CWIS personnel needs, we mapped out a tentative personnel 
"duties" list. (The actual time spent on KCInfo development and maintenance is also 
included here as well): 

* System administrator: Manages the CWIS software and hardware; performs upgrades, 
migrations; customizes as necessary. Estimated time per week: after the initial 
installation/ test period, 1-2 hours ongoing. Upgrades and any special streamlining 
"tools" would take additional time periodically. 

* Coordinator: Marketing and public relations work; design of CWIS main menu; day- 
to-day management of CWIS development; training & support of information 
providers; recordkeeping. Estimated time per week: about half-time for first several 
months of development; then 5-7 hours ongoing. 

* Sponsors: Responsible for information content; define and organize information; 
develop internal review and approval process; select information provider(s) to post 
and maintain their information. After initial planning process, additional time would 
be required only as new menus and documents were planned. 
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Information Providers: Responsible for editorial management of documents; after 
initial learning period, the time needed for preparing documents for KCInfo should 
not be more than required for most paper-based documents. 



* 



CONTENT: MEAT AND POTATOES OF THE CWIS 

Although it may seem obvious, the selection and organization of the information (content) is 
THE most important consideration if the CWIS is to be well-used. It should contain 
information that is informative and even entertaining because it has to motivate the user to 
want to explore it further. The menu structure must be organized in such a way that the 
novice user can find the needed information intuitively. One of gopher’s nice features is that 
the same information can be accessed from multiple locations in the menu structure, thus 
providing users with more than one logical "path" to follow. 

Defining and organizing information requires time, and it cannot be rushed. Getting 
sponsors to understand the importance of this planning phase is the key to the success of the 
CWIS. Information that is not well-written or menus that are poorly organized will simply 
not be read, and the CWIS will be bypassed. 

By making the sponsors and information providers responsible for all aspects of the 
"content," ICS did not have to spend staff time on proofreading, formatting, or posting the 
information to KCInfo. As mentioned earlier, each sponsoring department or organization 
determined its own internal review and approval process for information targeted for KCInfo. 
Questions about the information were directed to the contact person identified in the 
document header and so they did not take up ICS staff time. 

If we had not distributed responsibility for content, ICS would never have had the staff 
resources to handle the CWIS implementation or its ongoing management. We trained the 
sponsors and information providers to be as self-sufficient as possible so that we could then 
concentrate on the system management responsibilities that only ICS could perform. 

Early in the project certain content and formatting standards were established before any 
information was allowed to be posted to the CWIS. Some of the standards set for the 
Kenyon environment were: 

* Appropriateness: Appropriate information was defined as information that may be of 
general interest to members of the Kenyon College community. Advocacy, 
commercial advertising and sales, libelous or derogatory information, and confidential 
information were deemed inappropriate. 

* Currency: Information providers must review and update information regularly; 
otherwise, it could be deleted after notification to the provider. 
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* Accuracy and Quality: Documents were to be error- free in terms of spelling and 
grammar. The quality of workmanship should be the same as that of paper-based 
information. 

* Copyright: Existing copyright and privacy laws must be honored; sponsors were 
required, if necessary, to obtain copyright approval from the author. 

* Format: Standards were set for converting wordprocessed documents to ascii format, 
which was required by gopher; conversion procedures (from WordPerfect to ascii) 
were established. 

When these standards were decided upon, the coordinator included them in the Information 
Providers Handbook which was used in the training workshop. (This handbook can be found 
in KCInfo at gopher.kenyon.edu by following the menu path: About KCInfo/Interested in 
Posting Information to KCInfo?). 



POLICIES AND POLICY BOARD: GUIDE. WATCHDOG AND REFEREE 

Other campuses had experienced many problems when setting up their CWIS because they 
had no clear guidelines to follow and no means of settling the inevitable conflicts that arose 
because of differing opinions. Examples of these issues were: disagreements on the design 
of the main menu; personnel responsibilities; copyright, privacy, and other legal issues; 
ownership issues; lack of content standards; access issues, etc. 

ICS decided that a policy document and a broadly-based forum to oversee KCInfo would be 
good "preventive maintenance." We set up an ad hoc committee to write a policy document 
that would be in place before KCInfo was opened up to receive information. 

The policy document defined the membership of the policy board, which represented the 
various college constituencies. This board would oversee the development of KCInfo, 
enforce the policies set by the policy document, and settle conflicts. (A copy of the KCInfo 
Policy Document is available in KCInfo at gopher.kenyon.edu under the main menu topic 
"About KCInfo"). 



DESIGNING THE MAIN MENU 

Before any information could be posted to KCInfo, the main menu had to be designed. 
Deciding upon the main menu topics was critical because they had to be broad enough in 
order to include the wide range of information to be made available to the campus. Looking 
at many other institutions’ main menus and deciding which categories were most appropriate 
for ours was a helpful start. Listing all the various departments and services that the college 
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offered also gave us a good idea of what kinds of information we had to work with and how 
we might best categorize them. 

Once the topics were set for the main menu, we set up a "prototype" menu. We wanted 
feedback about the appropriateness of the topics. Were they broad enough, inclusive enough 
to cover the information to be posted by the many and varied campus groups? The main 
menu remained flexible during this test phase, but after a limited time, it was then "frozen," 
ready for posting information. 

This prototype menu was skeletal, with a very limited amount of information in it, but what 
it had was useful or entertaining enough to draw the reader into browsing through it. The 
local information that was put in already existed, either on paper or online somewhere else: 
campus directories, newsletters, calendars of events, computing and library information, 
announcements, course listings, etc. Putting this information into KCInfo made it much 
easier to find, which served to illustrate its potential as a "one-stop" information resource. 

Since gopher enables one to browse the Internet, we included several Internet resources as 
enticements, such as the U.S. Weather Service, White House Press Releases, the Internet 
Hunt, and other interesting gopher sites. 

MARKETING STRATEGIES ■ 



For a project of this kind to be successful, we had to market the idea to several audiences: 
first, to the staff of ICS, since they would be responsible for a new resource that required 
much cooperation and support among the staff to get it started; second, to the upper 
management of the college, since their support was necessary to motivate the sponsors to get 
involved; and third, to the campus in general, so that they could see the value of KCInfo in 
providing them with readily available, easy-to-find information. 

We used the KCInfo Policy Document itself as an important marketing tool. To obtain 
approval for the document and the proposed KCInfo Policy Board, we had to go before the 
senior governing board of the college to present our "vision" of KCInfo, answer their 
concerns, and ultimately gain their support. The policy document was a symbolic statement 
that we saw this resource as an invaluable tool for all constituencies of the college and 
intended it to be developed in a purposeful, responsible manner. 

In the beginning it was important to create publicity and interest in whatever way possible: 
an initial college-wide email news release with an invitation to attend a demonstration of 
KCInfo; introductory meetings and workshops for potential sponsors and information 
providers; articles in college newsletters describing its features; monthly email messages 
describing new information areas; personal contacts with key department heads to persuade 
them to participate, hoping that by doing so they would encourage other departments to do 
likewise. 
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THE COORDINATOR: CHEERLEADER AND TRAINER 

Once the groundwork was done, the next step was to select the right person to manage the 
day-to-day development of the CWIS. There were several important qualities to look for in 
a coordinator, among them excellent organizational skills. This person would assist the 
sponsors in organizing their information and selecting an appropriate location for it in 
KCInfo. 

Especially important was having a "vision" of a fully integrated and operational CWIS, and 
being able to communicate this vision to the campus. Much of the preliminary work 
involved marketing and cheerleading, but they were necessary in getting the campus 
"hooked" on a CWIS. 

The coordinator had to develop good recordkeeping tools to keep track of the growth of the 
menu structure and the information providers. Good records were essential in 
troubleshooting problems effectively. They were also important in developing tools to 
streamline the operation of the KCInfo. 

The coordinator was also responsible for the training and support of the information 
providers. This included: developing a training workshop for them; writing a handbook of 
guidelines; developing ways of streamlining the preparation and maintenance of documents; 
and phone consulting. 

KCInfo itself had to be monitored regularly. This meant spot-checking the documents for 
inaccurate and out-of-date information. When first beginning, information providers will 
need reminders to review their documents. This can be done with a monthly email message, 
which can also be used to request feedback from the information providers. 



INFORMATION PROVIDERS: THE WORKER BEES 



As mentioned earlier, the information providers were given responsibility for the editorial 
management of the information for a particular sponsor. They had to be trained in 
formatting, updating, and posting documents to KCInfo, and deleting them when they 
became obsolete. 

All information providers were required to take an initial training workshop for this purpose. 
There were NO exceptions to this rule. This workshop covered: job responsibilities; 
standards; a demo of KCInfo; help in organizing information and setting up a work 
environment; and instruction in preparing and maintaining documents. The Information 
Providers Handbook was written for this workshop and contained all the above information 
for later reference. 
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ONGOING DEVELOPMENT: KEEPING THE WAGONS ROLLING 

KCInfo passed through some distinct phases in its development. In the preliminary or 
"evangelistic" phase, the coordinator had to work hard to motivate potential sponsors and to 
interest the campus in using KCInfo. 

After some initial training workshops were held, there was a very gradual growth during the 
next six months, as a few of the key departments came on board. But by the end of its first 
year, the number of documents in KCInfo had grown to nearly 1,000 and the number of 
connections to it per week increased to nearly 10,000. As more information was added, the 
usage increased and as usage increased, more potential sponsors came on board, as they 
began to realize its potential. It became difficult to keep up with the demand for workshops 
and menus. 

It is important to keep in mind that it took about a year for KCInfo to become truly useful, 
when the point of "critical mass" was reached. This was the point where people began to 
consider KCInfo as an integral part of campus life. The pendulum had swung, so to speak. 
During this phase, good recordkeeping became especially critical in order to keep the growth 
organized and unde r control. 

The coordinator must continue to remain "tuned in" to new developments on the Internet 
affecting gopher and to new resources that might be added to the CWIS. Regularly 
collecting and organizing information from the CWIS-L listserv and other Internet 
newsgroups helped us to incorporate important new features into KCInfo. 

As KCInfo grows, so will the need for new tools that will streamline and even automate 
posting and file maintenance. Some of these tools have already been developed at other 
gopher sites. Some examples are: automatic expiration of documents; document conversion 
into ascii format; automated transfer of information into the CWIS; reports on "what’s new" 
in the CWIS; document access statistics for information providers; programs that identify 
"dead" links to other servers, full text and keyword search tools. Many of these are 
available upon request. The UMN gopher or the CWIS-L listserv are good sources of help. 



EVALUATION: LOOKING FOR FEEDBACK IN ALL THE RIGHT PLACES 

As with any new project, it is important to get regular feedback in as many ways as possible. 
This can be done, of course, with periodic surveys and questionnaires. Patterns of growth 
can also be plotted from gopher usage logs, which also can provide document access 
statistics to information providers. 

Some of the most valuable feedback is less formal: suggestions from users via a "comments" 
box on the main menu; followup with information providers; email from remote viewers; the 
CWIS image", revealed subtly in references to it in conversation and campus publications. 
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Even negative feedback is valuable in providing ideas and impetus for improvement. 



CONCLUSION 



The explosion of information in our society today requires that we, as information 
technology experts, find the most efficient tools for accessing that information and 
presenting it in a meaningful way. KCInfo has become that kind of tool, providing access to 
a broad range of information at a relatively inexpensive cost to users wherever they are and 
whenever they may need it. 

Although KCInfo was intended as a supplement to other forms of information distribution, it 
has already replaced some kinds of paper-based communication and promises to significantly 
reduce the use of paper over time. One of its biggest benefits is that it has greatly improved 
access to information for the campus and has increased communication among all groups: 
students, faculty, staff, alumni, parents, and friends of the college. And as it has grown, it 
has been instrumental in promoting a greater "cohesiveness" in the life of the Kenyon 
community. 
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California State University, Los Angeles provides a common interface for all academic PCs, MACs, 
Clones, Workstations, etc. connected to the campus backbone. This encompasses all full time faculty, 
many academic staff (approximately 1400 user nodes), and 34 academic labs. This fully distributed 
system has some 27 network servers, 18 subnets, and supports nine different operating systems. The SWE 
interface appears on any desktop machine when it is booted and provides icon and pull down menu access 
to the many digital resources ( Information Resources : reference, text, numeric, image and relational 
databases; Computing Resources: application, print, file, timeshare and client/server services; 
Communication Resources : mail, bulletin boards, electronic conferences, network news and list servers.) 
available through the campus, CSU, regional, and national networks. This paper will discuss the longer 
term goals, conceptual objectives, primary technical barriers that had to be overcome, the network design, 
an incremental development plan, and the academic utilization of the releases of SWE. 
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